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Cybersecurity and Authentication

The Marketplace Role in Rethinking Anonymity—
Before Regulators Intervene

by Clyde Wayne Crews Jr.

Executive Summary

Anonymous speech plays afundamental rolein America’s political
history. However, that long tradition of anonymous communications faces an image
problem in today's age of spam, computer viruses, spyware, denial-of-service attacks on
websites, and identity theft. The criminals and hackers who perpetrate these insults on the
commercial Internet are, for the most part, anonymous; we simply don't know the
identities of these bad guys. Y et the promise of anonymous communicationsis vital to
the preservation of political liberty across the globe. So, how should we regard
anonymity in adigital age? And how should we strike the right balance between security
and anonymity online?

To begin, we should not consider the outlawing of anonymous communications as
the answer to today’ s cybersecurity threats. Commercial sector “regulation” of
anonymity, so to speak, can play a significant role in combating these
problems. Increasingly, online authentication has become important to both personal
security and to cybersecurity in general. Some recent proposals toward bolstering security
have included greater authentication of the source of emailsto deal with spam, and the
requirement that those who conduct transactions online reveal their identities—seeming
violations of online culture. Policymakers also want a say in the matter, and as the
process unfolds, they might feel increasingly tempted to intervene whenever issues
impacting privacy and authentication emerge in debates over telecommunications,
intellectual property, biometrics, cybersecurity and more. Regardless, government should
not strip us of our anonymity online. Cybersecurity concerns may instead call for the
marketplace—not regulators— to deal with the fact that many threats stem from that very
lack of authentication. Theinclusion of greater authentication standards into online
services by private vendors will lead to their working in concert in unprecedented ways
that may draw attention from regulatory and antitrust authorities. But these private,
experimental efforts have no implications for political liberty—nor are they
anticompetitive. Private solutions are the only real hope we have for decreasing
cybersecurity threats, given that previous government efforts to regul ate the Internet—for
example, outlawing spam in 2004—have not lived up to expectations. Political
anonymity and commercial anonymity are not the same thing, and the distinction requires
better appreciation. Over the coming tumultuous period of dealing with online threats,
policymakers should allow the experimentation necessary to cope with today's lack of
online authentication to proceed with minimal interference.
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Introduction: From Playground to “War Zone”

Viruses, spam, hacks, distributed denial-of-service (DDoS) attacks designed to
shut down websites, “phishing” attacks that trick individualsinto providing personal data
on fraudulent websites, various forms of identity theft, and even potential acts of
cyberterrorism, are routinely in the news. If the marketplace fails to solve these mounting
cybersecurity problems, the government will undoubtedly intervene. Recent months have
brought congressional and Federal Trade Commission hearings and calls for legislation.
The marketplace and the public now face key questions in this struggle over the nature of
the “online experience.”

We have long marveled at how the Internet has allowed us to seek out and contact
whomever we want. However, others can do the same, of course, even if we'd prefer
otherwise. Brown University’s Vice President for Computing and Information Ellen
Waite-Franzen lamented that the Internet has “ been this nice electronic playground, but
you can't help starting to wonder if maybe all this connection is not so great... Now it
feelslike awar zone.”*

Although the Internet offers incal culable benefits, it also magnifies security risks
inherent in the act of linking corporate networks and personal computersto a shared
environment. Viruses, self-propagating worms such as August 2003's “Blaster” and
January 2004’ s MyDoom, and DDoS attacks that grind victimized websites to a halt by
overloading them with information requests, now cost billionsin lost data and
productivity. In January 2004, Trend Micro Inc., a provider of network antivirus and
Internet content security software and services, pegged 2003’ s global costs to business of
computer viruses at $55 billion, and predicted that online security problems will worsen.?

Who Are The Bad Guys?

We generally don’t know who isresponsible for invasions like spam and cyber
attacks, and have few ways of finding out given the Internet’s underlying architecture.
While a daunting task, the business sector must get its act together to solve these
problems, or Washington regulators will step in—regardless of whether they can actually
solve the problems we face.

One prominent attack—the January 2003 attacks by the “ Sapphire” worm—
slowed not only much of the Internet, but also airline ticketing operations and Bank of
AmericaATM networks (ATM networks send encrypted data across the Internet). The
experts had no real answers, bemoaning the virtual impossibility of finding the
perpetrator: An analyst at online security company iDefense Inc., said, “being able to
track down the specific source of thisis very unlikely.”® Similarly, a spokesman for the
FBI likened the possibility of searching for the attacker to “kind of like looking at a body
of water and determining where a drop of water came from.”* Even the 2003 arrest of a
Minnesota teen allegedly responsible for releasing a modified version of the “Blaster”
worm might not help reveal the identity of that worm’s original authors.
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Official Washington adds little to our confidence. Offenders easily cover their
digital trail on the Internet. A May 2002 Joint Economic Committee report spotlighted
the “anonymous environment” of the Internet and its implications for security, noting the
difficulty of apprehending perpetrators of crimes on a global, anonymous Internet.” The
January 2003 National Strategy to Secure Cyberspace also noted the extreme difficulty of
tracing an attack’s source.® Law enforcement has great difficulty tracing the authors of
DDoS attacks, despite the ease with which people execute them.” If tracking the culprits
isimpossible, it is also unclear what their capabilities actually are or how to stop the
increasingly aggressive attacks. The late-January 2004 MyDoom attack alone cost
hundreds of millions of dollars, and caught security firms flat-footed and unsure what to
do asthe attack’s “time release” nature became clear. At the height of the attack, a
Thursday, January 29 Reuters story reported on sleep-deprived security experts who were
powerless to halt the virus' s coordinated attacks, timed to hit Web sites of SCO Group,
Inc. on Sunday and then Microsoft on Tuesday.®

It is clear that there are some parties who don’t make good company in
cyberspace. Spammers and virus writers increasingly work together. Meanwhile, hackers
create easy-to-use programs or tools to exploit weaknesses and post them on the Internet
at the rate of 30 or 40 monthly, making it smple for even novices to mount an attack.’
The Internet’ s global nature makes the problem difficult to solve even if we could stop
U.S.-based offenders. As Bill Hancock of the non-profit Internet Security Alliance told
Congress, many viruses:°

are written with Russian, Chinese and other languages in commentsin their code.
Some have direct ties to organized crime, especially outside the U.S. Many are
propagated from commonly known havens for virus writers where thereis no fear
of legal prosecution or where the technical skills of the government to prosecute
areminimal or non-existent.

Commercial Anonymity vs. Political Anonymity

A commercial, information-based society that depends upon secure online
commerce and communications cannot maintain the current state of affairs. Markets must
grapple with the possibility that anonymity, in many respects, is not compatible with
commerce. Along with better self-protection on the part of computer users—an essential
component of cybersecurity—hackers and other miscreants must be prevented from
doing their work anonymously. Depending upon the success of other cybersecurity
measures, transactions or accounts that are not fully traceable back to an owner may have
had their day on the Internet. Endless anonymous security breaches, invasions of privacy,
and interruptions of commerce are an unnecessary vulnerability, largely an artifact of the
Net’s original design, which embodied a built-in trust of the other guy. Lessening online
anonymity might make it more difficult (but not impossible) to spread havoc online.
However, any pursuit of such a solution that goes beyond application-specific
authentication to encompass Internet architecture will inevitably raise fundamental
guestions about privacy, free speech, and civil libertiesin the Internet realm. We face a
debate over the principles that undergird the “ online experience” itself.
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Ongoing devel opments with implications for anonymity include efforts by
governments and oversight bodies to affect changes in underlying Internet routing and
control architecture. Their investigations seek to address issues such as the impending
shortage of Internet addresses as multitudes of new linkable devices join the network.
The newest incarnation of the Internet Protocol (IP version 6), will replace earlier
versions, pioneered by the Defense Advanced Research Projects Agency in the 1970s,
long before the Internet’ s usage became widespread. 1P version 6 has sparked
controversy, however, because it may undermine anonymity by requiring validation for
those conducting business online.** Unlike the existing protocols by which | SPs assign a
different |P address when users go online, IPv6 would include an expanded address that
would incorporate a unique serial number for each device' s network-connection
hardware. Each routed packet of data would carry “electronic fingerprints,” acostly plan
requiring widespread, coordinated adoption of new Net “plumbing standards’—an idea
that might, in the end, not sit well with users concerned about online privacy.*

Outlawing Anonymity Not the Answer for Cybersecurity

Such negotiations are not the only source of concern about potential loss of online
anonymity. An early draft of the Bush administration’s cyberspace security plan raised
the alarming idea of limiting the capability for anonymous communications on the
Internet: “ Allowing completely anonymous communications on awide-scale basis, with
no possibility of determining the source, could shelter criminal, or even terrorist
communications.”** But a move toward deliberately ending anonymous communication,
coming from lawmakers, would strike an unnecessary blow at the very foundations of the
Internet revolution, not to mention fundamental civil liberties.

Politically, citizens have the right to legitimate, peaceful, anonymous
communication. Anonymity occupies a place of honor in our political history—Thomas
Paine’s Common Sense was signed by “An Englishman,” and gentlemen calling
themselves “ Publius’ authored The Federalist Papers.* Today, encryption, which allows
the transmission of scrambled material across the Internet, represents an important
embodiment of the tradition of speaking freely and of keeping one’s private matters
private. Legidatively undermining anonymity online effectively abolishes the capability
for legitimate political criticism and civil disobedience in the new online medium.

Government ought not undermine or ban anonymity online, whether by
interfering with anonymous email or encryption technologies, forcing a particular kind of
authenticating technology on the Internet, or other such measure. Maintaining citizens
protections against unreasonable monitoring by the authorities remains crucial;
technology and the post-September 11 law enforcement environment potentially makes
government surveillance of citizens easier, which could suppress legitimate political
speech. In response to a claim by Harvard law professor Alan Dershowitz that no
citizens' right to anonymity is *hinted at in the Constitution,” Cato Institute scholar
Robert Levy noted: “That turns the Constitution on its head. The Ninth Amendment tells
us we have an untold number of rights that are not enumerated in the Constitution. The
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guestion is not whether we have aright to anonymity, but whether government has the
power to take it away.” ™

Indeed, anonymity and pseudononymity are “cornerstones of free speech,”
consistently held by the Supreme Court as protected by the First Amendment.*
Particularly in an erain which the Internet can facilitate anonymous speech, and in which
businesses continue to develop tools whereby individuals can shop or communicate
anonymously, any push to abolish anonymity legidlatively is cause for alarm. Although
the post-September 11 environment has given riseto calls for national 1Ds, data mining,
and surveillance, Congress should reject federal attempts to undermine anonymity.
Curiously enough, given government’ s proclamations in support of cybersecurity, efforts
to restrain anonymity (and in turn, the security anonymity affords) represent
contradictory rejections of the government’ s own proclaimed commitment to privacy and
security. That is, sometimes lost in the debate over anonymous communicationsis the
fact that private communication is itself one manifestation of cybersecurity. While the
Constitution might not guarantee the “right” to anonymity in one’s public actions,
citizens have the right to legitimate, peaceful communication using their own property
and resources—including their computers. The hurdle should be one for government to
surmount, not citizens. Indeed, an ethic whereby governments restrict the liberty of
criminals and enemies, not that of innocent citizens, would go along way toward
advancing effective cybersecurity policy.

Constant changes in technology do pose challenges to law enforcement, forcing
enhancement of surveillance capabilities. Nonetheless, while surveillance can and likely
will be enhanced to account for the new realities of instant electronic communications,
the Fourth Amendment’ s protections against unreasonable and warrantless searches need
not suffer. Indeed, proliferation of forced identification facilitated by any government-
mandated online authentication undermines self-maintained privacy and security, and
runs counter to broader cybersecurity goals. Unless engaging in fraud or harming others,
maintaining anonymity is legitimate.

Entrepreneurs engaged in facilitating online commerce have struggled for years to
enhance privacy for individuals through anonymizing technologies. Washington
presumably supports the principle behind such efforts on some level; most notably,
legidlators have introduced bills during recent congressional sessions to protect online
privacy—and, as noted, anonymity is one manifestation of privacy. Marketplace
offerings have included anonymity-enabling encrypted services like Hushmail and
Freenet, which might record one’ s identity as a registered user, yet not be able to read
one's emails or discern which websites one visited. Y et even here, if government needed
to perform a search, it could conceivably do so through appropriate channels by obtaining
acourt order and installing a“key logger” program on the suspect’s computer to intercept
communications. Even in the Internet era, government can carry out law enforcement
without violating rights and preemptively subverting anonymity and privacy for the
innocent.
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Private Sector “Regulation” of Anonymity Can Be Critical

So, we have a dilemma. Government shouldn’t outlaw anonymity—yet
anonymity can lie at the root of cybersecurity problemsin the world of commerce.
Anonymity is both vital and baneful. While we want to identify the individual (or
individuals) who launch malicious viral attacks or unleash spam, we also want to
maintain our own privacy and anonymity in legitimate online transactions. The private
sector must act to accomplish and reconcile seemingly contradictory ends, as government
intervention can complicate matters.

In the post-September 11 world, regulators may fret that anonymizing
technologies—Ilike Hushmail or Freenet—might inappropriately cloak the actions of
certain clients. The technologies do, however, allow legitimate consumers to feel more
secure about their transactions. Unfortunately, some of those very services thought to
cloak (legitimately) one'sidentity turn out to have the occasional unexpected exploitable
hole or vulnerability. For example, vulnerabilities uncovered in the dominant Sendmail
email transfer application could potentialy have allowed intruders to exploit certain
vulnerable servers and launch a denial-of-service attack.’ Freenet, the anonymous
communications project, has shown vulnerabilities, as did Napster in its heyday. Even
ordinary caching of Web pages by a browser has raised a potential problem uncovered by
Princeton researcher Edward W. Felten, in that the possibility existed for outsiders to
“probe” someone’ s browser cache to seeif it holds a particular file. If the cache did
contain the file, that would indicate that the person has visited a particular Web page,
even if that individual surfed the Web using atool like Anonymizer or SafeWeb.'® The
flaw did not appear to alow reading of the contents of the cache, merely snooping to see
if particular pages were there—which is nonethel ess alarming and unexpected. And the
surge in peer-to-peer file sharing, using technologies such as BitTorrent, raises significant
issues since file-sharers often expect anonymity when they do not actually haveit," or
they expose themselves to viruses.

Software vulnerabilities are often unexpected, but the frequency of their
exploitation by cloaked perpetrators makes clear that the Internet wasn’'t originaly
designed as the mass commercia and consumer communications medium that it is today.
Those who exploit unexpected vulnerabilities often have the technological know-how to
remain undetectable, while those who legitimately rely on the Internet’ s presumed
anonymity are exploited. It isreasonable to assume that if industry set out to design a
commercia network today from the bottom up, using Internet-style technology, but also
knowing what we know now about the prevalence of unmannerly behavior by those who
can remain undetectable, greater authentication capabilities would have been built in. For
example, industry might have initially imposed stricter authentication standards on
senders of email, ISP subscribers, and peer-to-peer file sharers, and others. Asindustry
works toward such authentication today—atall order—government should neither
promote nor restrain the evolution.

Wall Street Journal technology columnist Walter S. Mossberg captured some of
the popular sentiment regarding the downside of an anonymous Internet in an indignant
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moment: “Isn’t it finally time for America Online, Microsoft Network, EarthLink and
other Internet service providers to re-examine the juvenile practice of alowing customers
to hide behind multiple * screen names,” instead of requiring them to conduct themselves
online using their identities or email addresses that correspond with their real names? We
don’'t go around wearing masks in the real world. There, we are responsible—by name—
for what we do and say.”?

It is not government’ s place to interfere with services that continue to offer to us
the possibility of anonymity, of course. However, the private sector may well legitimately
restrict anonymity on private networks if that’s what overarching goals like network
security, “canning spam,” and securing digital copyrights require. If the anonymous
Internet commons and the state of its technology are part of the cybersecurity problems
we face, rethinking online anonymity may help eliminate some of the “market failures”
that otherwise provide rationales for government regulation. Some Internet law experts
hold that “codeis law,” and that control of Internet architecture affects online freedoms.**
But the Internet’ s roots as an open network are an artifact of governmental defense
priorities; it might have evolved quite differently otherwise.?® Now that the private,
commercial sector dominates the Internet, government must continue to allow our
anonymity to the extent providers want to offer it to us; it ought not dictate how
communications networks evolve. But the private sector, increasingly vulnerable to
cyber-vandals, isn’t obligated to provide or support the technology for iron-clad
anonymity.

In the cyber-insecure environment in which we operate, mainstream businesses
like banks, online merchants, and travel sites have started calling for authentication,
hoping to set themselves and their emails to customers apart from the overwhelming
torrent of spam. Demands for “caller ID” for the Internet have come from sellers, whose
bulk—Dbut wanted—commercial emails encounter impenetrable spam filters, and
therefore do not reach the intended recipient.”® Major hurdles remain. Indeed, spammers,
ever opportunistic, now can employ “invisible bulletproof hosting,” as a Polish firm
advertising the shady service callsit. The “service” protects the spam-website operator
from anti-spam techniques by hiding or “laundering” the spammer’ s true website on
some unsuspecting computer user’s hacked machine.* The arms race continues, with
spammers and virus writers now joining forces to make life miserable for others.

As the growing downside of wide-open connectivity becomes ever more apparent,
some moves among major service providers—unsurprisingly—would entail drastically
[imiting online anonymity, and, in turn, the ability to hide one’s online actions or cover
tracks. It would appear that the providers hope that those who fail to authenticate
themselves may find their online operationsincreasingly constrained. For example,
Novell’s chief technologist told The Economist, “I’m kind of afan of eliminating
anonymity if that is the price for security.”? In describing the impetus toward greater
security, VeriSign CEO Stratton Sclavos said, “It’s not going to be al right not to know
who's on the other end of the wire.”? In one high-profile move, the Microsoft Network
ended its anonymous worldwide chat room services in September 2003, reporting that
they were a haven for spammers and sexual predators. Geoff Sutton, European general
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manager of Microsoft MSN, put it bluntly: “The straightforward truth of the matter is
free, unmoderated chat isn’t safe.”?’ Versions of the servicein the U.S., Canada, and
Japan will survive, operating on a subscription-only basis, with substantial personal
information on users required as condition of participation. Such moves by major vendors
may become more common.

Problems like spam and security breaches ultimately require technological and
market fixes rather than legislative ones. The Internet’s governmental origins have left
property rights somewhat ill-defined in many online contexts, leading to a general crisis
over “who rules?’ that goes beyond cybersecurity.”® A torrent of regulation and
legislation would create vast problems and ignite legal wars. But as for private
“governance” of what goes on online, it may be that today’ s communications system,
whereby participants and originators of messages can routinely remain anonymous, will
prove inappropriate for the commercial society of tomorrow. Cybersecurity, like
commerce itself, sometimes calls for greater authentication—the opposite of anonymity.
We all at times need to identify ourselves, and validate the identity of others. In the
cyber-environment, with the deluge of spam and viruses and the apparent inability of
legidlation to stop them, such authentication will likely increase in importance, with the
possibility that commercial anonymity may often yield. There are many possible
approaches: Along with “caller ID” for sending email or other authentication techniques
for transacting online, new 1D technologies such as digital certificates or signatures, as
well as biometric techniques such as face or hand scanners, may increasingly govern
access to critical facilities and networks by rendering them inaccessible all except to
authorized personnel. One might increasingly expect future ease-of-movement and access
to services online to reflect the extent to which oneiswilling to prove one’ s identity.
Shoplifters might still walk into tomorrow’ s brick and mortar stores, but online
authentication might mean they are kept out of the virtual one. In this respect, computer
networks could become increasingly secure.

While government must not outlaw anonymous communications, the restriction of
anonymity by online applications and networks may increasingly emerge to cope with the
many hazards that plague the Net today. Administrators large and small may prefer
recognizable participants, to know who uploads and downloads information or fileson a
company’s network or a peer-to-peer network.?® For example, the peer-to-peer networks
that thrive in the future may be those that authenticate users and file-sharers (and perhaps
the legality of the files they trade), as opposed to the freewheeling ones of today that are
bloated with viruses and unwanted files and spyware. Extending such security to Internet
architecture itself isathornier problem; while people might agree to moderated chat
rooms, they might not tolerate a“moderated surf.” The precise ways in which society will
cope with widespread demands for authentication, and the reduction in anonymity these
methods might require, is by no means apparent. But the Internet is a network of largely
private networks. And administrators of those components may legitimately limit
anonymity of those who partake of their services. In fact, if cybersecurity problems
continue to escalate, commercial society may gravitate toward those networks without
anonymity rather than anonymous, unfettered ones. Y et the potential loss of commercial
anonymity does not mean that government snooping becomes more acceptable.
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Regardless of how the Internet evolves, political anonymity, privacy safeguards and
Fourth Amendment protections must be preserved.

Cybersecurity Better Served By Private Alliances

A commercia Internet, in some respects, may become increasingly less
anonymous, but the direction of its evolution is a question the marketplace and society
ought to settle rather than legislators. If matters gravitate in the direction of more
authentication and less anonymity, government ought not to prohibit it—for example,
thorough antitrust intervention that prohibits agreements among online vendors such as
| SPs and software makers. Consolidation or agreements among | SPs could lead to
changes in user agreements—such as a requirement for alegitimate name and mailing
address—or the adoption of new technological standards that would presumably render
the Internet architecture more insulated from cyber attacks.

A key element of enhancing cybersecurity isthat alliances might go beyond the
mere sharing of information about threats to encompass agreements about new
technologies to embed in computers, services, and infrastructure. Parties to such
agreements might design them to cope merely with security issues, but signatories might
also generate commercia or product market impacts that could attract unwarranted
scrutiny from antitrust enforcers. Microsoft’s Next Generation Computing Base initiative,
for example, is an evolving content control and digital certificate system that would
involve working with other major playerslike Intel. Such initiativesinvolve no
“anticompetitive” motives, but occasionally future partnerships could involve shutting
out or “refusing to deal” with certain vendors or customers (e.g., “collusion” with regard
to the use of particular software firewalls or other technologies and specifications). For
example, one proposal recommends the filtering of viruses at the ISP level, as opposed to
the end-user model of today, and for ISPs to share information they uncover about
attacks.® Such an action would conceivably entail collective action that might make
software makers, who feel their downloads may be unfair tagged as potentially viral,
nervous. Alternatively, groups of 1SPs may determineit’s worthwhile to reject customers
who fail to purchase and maintain anti-virus and other security software. Or 1SPs could
decide to promote their own software.** Complaints could surface over such collective
action, but policymakers should resist the urge to intervene, and allow alliances for
purposes of security without fear of antitrust or competitive scrutiny. Inevitably,
cooperation will mean some software and other vendors will not be winners, and antitrust
complaints are likely. But antitrust law should not upend refusals to do business with
certain players; contractual agreements among major players could constitute a critical
element of tomorrow’ s more secure cyber-infrastructure.

Collective marketplace action is not new, of course. ISPs have long blocked
known spammers listed in directories such as the Mail Abuse Prevention System’'s
“Realtime Blackhole List.”* Blacklisting can lead to problems, such as the inadvertent
blockage of non-spammers, but remains a legitimate exercise of market-based, rather
than regulatory, problem solving. Some bulk mailers regard blacklisting as vigilante
behavior, and disputes often arise. |SPs may overreach at times; but at |east the blacklist
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process is subject to market pressures and discipline. Poorly conceived legislation, or
unwarranted interference, could prove more difficult to work around.

In coping with the spam deluge, | SPs have experimented with giving users aless
polluted inbox by such means as limiting the number of outgoing messages per
subscriber account. Indeed, companies may offer tiered pricing for email and bandwidth,
since today’ s flat fees aren’t afact of nature or a natural right. Some envision afuturein
which 1SPs are no longer all trusting, and inadvertently complicit in the spread of viruses
and spam, and may require that anyone sending an email will need a unique identifier, a
“license” of sorts.*® Such identifiers or “seals” for trusted commercial e-mail could help
tomorrow’ s 1SPs block unwanted e-mail, but they would require major reworking of
Internet protocols, and unprecedented industry coordination. As noted, to set up such
wide-scale systems, | SPs and technology providers would likely need to “collude” in
novel ways; for example, one recently formed consortium including America Online,
Microsoft, and Y ahoo explored the idea of certified email. Ultimately, some tout emall
“postage” or protocolsthat allow users or 1SPs to charge fractions of a cent for receiving
unsolicited email as ways of ending spam once and for all.* Entrepreneurs have already
created bonded sender programs, anticipating such a sea change. But, again, such major
reforms would require vast improvements in authentication to work properly.

Another example of ajoint effort isan international industry coalition of
telecommunications firms, software makers, and 1SPs that has developed a
“Neighborhood Watch” program seeking to eradicate spam though information sharing,
cooperation, and technical changes at the network level rather than standard filtering.®
Like other campaigns, their aim is to prevent “spoofing” and hiding behind fake emall
headers viaa caller ID technique for email. One could compare such major overhauls of
the Net architecture to widening al the nation’s roads six inches; it would constitute a
monumental undertaking. But if lack of authentication is at the root of scourges like
viruses and spam, legislation and regulation do not directly address the problems. Indeed,
the federal anti-spam law that became effective in January 2004 has had no discernable
effect. For such reasons, the cooperation among service providers and other vendors we
have seen—and will surely see more of—is necessary. While it will generate
controversies and invite hearings and scrutiny from Congress and antitrust enforcers,
legislators should leave the marketplace free to address cybersecurity issues. The very
real costsimposed by cybersecurity vulnerabilities outweigh any imagined antitrust
ramifications.

Conclusion

Of course, technologies to create and secure networks exist now—and they do not
always require the latest advances like biometrics. User vigilance—such as learning how
to practice good security and locking down servers to withstand attacks—remain
important to cybersecurity. While authentication may represent the ultimate in
cybersecurity, it will still make many nervous; some view such changes as fundamentally
threatening the openness and anonymity of the Internet. However, if private network
operators and other vendors increasingly require authentication, it has no implications for
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political liberty and is within the rights of network owners. People still retain the right to
use any legal means to protect their anonymity, and can always resort to those online
services and networks that continue to provide it. The task we face—that of protecting
political anonymity while also protecting the ability to experiment with authentication
technol ogies—simply requires that the government leave the Internet alone.
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